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Abstract

Safety analysis is an activity governed by pragsmatand practicality rather than formal abstractidéhen the
concept of a “hazard” has no universally-agreedhdafn, and there is no deterministic method foadfng the set
of hazards for a system. In this context, any ctaéimout new challenges or methods must be testedding to
their usefulness. In this paper we investigatecthecept of a “system of systems”. The rise of nekwemhanced
capability, particularly in the military domain, $1&ed to differentiation between “large integrasgdtems” and
“true systems of systems”. This distinction hasrbéghtly questioned by researchers who point bat all safety
analysis should involve socio-technical consideratj and claim that there is no advantage in trgatd-called
systems of systems with separate methods.

We identify a range of circumstances where exidtiagard identification techniques, including thegplicitly
designed for socio-technical analysis, are unridiabfinding certain types of hazard. We claimtttistinguishing
these circumstances will improve management ofrdadantification and assessment in organizatioitls w
multiple interacting equipment programs. We suptias claim with observations related to existdifficulties
that organizations have with the “system of systeafsty” issue.

The circumstances we identify are a sub-set ofetlwosnmonly labeled as “system of systems”. Broadiegttion
of new techniques without an understanding of whieeg are likely to be most effective will be coergroductive.
We recommend a cautious investment in system eésyssafety including a strong focus on measuhegbsts
and benefits of new modeling and hazard identificetechniques.

Introduction

The intertwined concepts of “network enhanced céipdb(NEC) and “systems of systems” (SoS) haveeshe
increasingly influential in design and acquisitiohmilitary equipment. This trend can be tracedJt&. military
thinking after the ¥ Gulf War, as exemplified by the writing of the th¥ice-Chairman of the Joint Chiefs of Staff,
Admiral William A. Owens (ref. 1). Owens was nobposing specific new equipment, but was promotingag of
thinking; a model for analyzing existing systems @tanning new systems. As with all conceptual ngdeis not
meaningful to ask “Do systems of systems exist? fdlevant question is whether it is useful to gppe “system
of systems” label to a set of situations. To aaimréxtent, this question can be answered in tisgipe by the wide
adoption of “system of systems thinking” outside #afety community - if planners and designerdalking about
systems of systems, then safety engineers perfdaliceeed to communicate in these terms.

A more contentious issue is whether system of systis_justa new way of communicating existing concepts, or
whether it is a bettanodel for organizing and performing safety anaysisome circumstances. This issue cannot
be resolved in isolation. Models are not ends amtbkelves — they have value as part of a sequenaetigities
employed to learn true and useful information akibatreal world. In this case we seek to learn ablwi hazards
presented by a situation. A useful model will be dmat supports efficient and reliable identificatiof hazards in
that situation.

In the following sections of this paper we identdlasses of hazard that cannot be reliably idewtifoy single
system procurement and in-service management prnagrélVe consider ways in which this problem can be
managed, and the implications of these alternafmesafety management.

Definition of System of Systems




SoS Concepts, Configurations and Instancékhough “systems-of-systems” (SoS) is a wellabtished concept,
the circumstances under which it is an approprateiseful concept are not well defined. This istfor SoS
engineering in general, but particularly for systemfiety engineering. One of the limitations hasltbe custom of
demarking SoS from systems using characteristi@o@&f. A consequence of this style of definitiothat SoS have
inherited many of the ambiguities inherent in thiert “system”.

The first ambiguity to be resolved is distinguighibetween argoS Concept, an SoS Configuration, and anSoS
Instance. The precise definitions applied to these ternte lage our own, applied to concepts which are contyno
used implicitly in discussing SoS, but not alwaiféedentiated.

An SoS Concept describes a set of configurations, and will ideabtintain rules for determining and maintaining the
safety of these configurations. AS Configuration includes:

* The number and type of agents which are preseheisystem
* The roles that are played by the agents
» The interfaces between the agents

Most non-SoS systems have tightly restricted caméiions. Compare this to a battle-space wherarinat be
determined a-priori:

e The numbers or types of platforms or personnel

* The missions that each platform or team will bdqrening

*  Which other platforms or teams each team will nlledommunicate with, co-operate with or co-ordinate
with

The distinction betweeBoS Concept andSoS Configuration recognizes that it is typical for an SoS to havkial
configuration. By this we mean that there are meagfigurations which may arise that would be coessd
instances of the same So0S. Re-analysis of safetgdoh of these configurations is not feasiblewsoneed a
management entity more abstract than a specififiggmation. For example, the configuration of ael@ss network
changes every time a new device registers on ttveorle safety must be assured based on the comceptules of
the network, not on the details of each specifitfiguration.

A physical system may become part ofS$ Instance by joining a configuration. For example, when amared

vehicle attaches to the end of a convoy, the sekbicles may be a valicbnfiguration of the “Escorted Convoy”
S0S Concept. Safety of the convoy participants will rely nasi on individual vehicle design and behavior, dut
the ability for the vehicles to safely co-operate atherwise interact.

Demarcation of Integrated Systems and True SB& second ambiguity to be resolved arises fltomtbncern that
it is not appropriate to treat all integrated spseas SoS. Various heuristics have been devisgidtinguish
between “complex monolithic systems” and “true sgs$ of systems”. We discuss the various proposas h

Hall-May and Kelly (ref. 2) refer to SoS as “systemwhose constituent components are sufficientlymerand
autonomous to be considered as systems in theirigivhand which operate collectively with a shapempose”.
They claim that a property of such systems is ‘et interactions between component systems areorwtrained
by physical design”. As a method of demarcatioa,itfitial definition is incomplete. It is a propgf most
systems that decomposition into smaller systerpsssible, and these smaller systems will collebtisbare the
purpose of the larger system. Autonomy of constitwemponents adds some depth to the definitionishtself a
loose concept (ref. 3). The observation about au@wns which are not constrained by physical desgnore
interesting. It does not necessarily follow frore thitial definition, but does distinguish a digtirtlass of systems.
Even socio-technical systems often have interastsbrongly constrained by design. If there is a<laf systems for
which configuration of the interactions betweenssigems is very fluid, this may amenable to diffiéferms of
safety analysis, and therefore useful to distingais SoS.



Held (ref. 4) rightly criticises many existing dafions of SoS for focussing @bservations about SoS properties
rather thardefinition of an SoS. Held provides four defining criteriaigthhe claims as necessary properties for
something to be a SoS.

From reference 4:

1. Thesystem can be subdivided into independently operating systems. The independent systems must
themselves be systems.

2. Thesystem does not depend on all elementsfor survival. For example, if the rudder on a 747 fails, the
aircraft is very likely to crash destroying thetreSthe nodes and ceasing to be a system as awihod
747 cannot be an SoS. The airport, however, wiltiooe to operate. The airport can be an SoS.

3. Systemsin an SoS have some form of communication. Communication is any form of information
passing, regardless of intent. For example a demving a white tail while running is passing the
information of danger to any other observing dé&ée intent of the deer was to run in fear, not to
communicate the danger.

4. Elements have a common mission. A mission can be described which encapsulatebehavior of the

group.

Criteria 1, 3 and 4 can be satisfied by almost system. Criterion 2 can be satisfied by any systerarporating
redundant components. Even using the example gav@d,7 will survive the loss of one engine whilstarport is
unlikely to operate correctly in the absence of #éhectrical power system. The 747 and the airpartnot be
differentiated using this criterion. Contrary tolt#ie emphasis on properties rather than observstiGniterion 2
may be a weakly generalizable observation arisingnfthe more important property of component systevith
separate management and lifecycles.

Periorellis and Dobson (ref. 5) identify the kewtigre of SoS as co-operation between autonomoupauent
systems. This definition is compatible with that léall-May and Kelly (ref. 2) above if co-operatidretween
autonomous agents is seen as a driver for fluifigomations.

All of these definitions attempt to differentiatgstems and SoS without first acknowledging that 88% concept
only has utility insofar as SoS should be treatiéfrently from other systems. The strength of afinition of
SoS comes not from any objective correctness lmh fits ability to aid in the selection of appropeissafety
management methods. It is likely that there isensingle dividing line between “conventional systemd “System
of Systems”. At the very least, there is almostaiely a class of systems that require socio-tezdinanalysis
extending beyond a single equipment platform, lmubdt have the fluid configuration and fragmentezhagement
typical of Systems of Systems.

Ultimately, the choice of whether to treat a giwtuation as an SoS for safety purposes shoulduled by the

likelihood that treatment as an SoS will improve thanagement of hazards. It is definitely not pldeghat this

would be the case where there is a single configurar a small number of well defined configurasowhich

change slowly, if at all. (Even though the systentdémplex, networked and geographically distributén such

situations there is no prospect that SoS treatmwentd result in anything other than applicationuohecessary or
even inappropriate modeling techniques.

In the next section we will argue that there ataadions with emergent hazards that cannot bebiglidentified

with techniques based on analysis of individual porent systems. We will return to the questioneffrition as a
way of distinguishing these situations as candslfde SoS hazard analysis.

Types of Hazard

A systemis a collection of interacting components. For apstem, there may be smaller collections of irttiamg
components that are also systems, and larger systenthe system is part of (ref. 6).

A hazard is a condition or event which will lead to harmciertain circumstances (ref. 7). Hazards may tWyicee
decomposed into a source of harm, a target of hamoha means for allowing them to be connected.



In order to identify the hazards of a system, iyrba necessary to model conditions and eventsdautdithe
system. Those things that are part of a model bupart of the system under investigation areetiveronment. It
follows from the definitions of system and envircemhthat the environment may itself comprise aesysbr
systems other than the one under investigation.

For the purpose of safety analysis, the conceftafect” system behavior has little significan&sen the
designed, specified and intended behaviors of @sysan result in hazards. Except in the casetefrial hazards
(dealt with below) it is the environment of a systeshich determines whether any particular behaviay lead to a
hazard, not the design or specification of theesystTherefore, a large part of system safety iarmg that a
system’s behavior is safe in all the environments$ situations it will encounter. This is particljarue for mobile
or distributed systems, but is still important foonolithic static systems (e.g. a chemical plaat ttas been
vandalized or struck by lightning).

On the understanding that hazard identificatiomoisa deterministic activity, and that any hazaed/ive identified
by any process, we will talk about “reliable iddication”, meaning that a competent practitionettmgood
knowledge of the system could be reasonably exgdotalentify both the hazard and the causal mash@which
may generate the hazard. The underlying concapilifa in systems engineering: human performance in
engineering tasks is variable, but may be shapdtdygircumstances of the task.

Classes of hazards can be distinguished basedarlttionship between the hazard and the envirohmiote that
even in cases where the environment is not negefsadentification of a hazard, consideration of the environment
may be useful foassessing consequent risk of a hazard. Hazard risk assesssieayond the scope of this
discussion. The taxonomy presented here is newlgldped to show how characteristics of a situati@y change
the nature of hazards. It measures only one diroeriihazards (the relationship between the haaaddhe

system environment) and is not intended as a campbezard taxonomy. A complementary taxonomy presiy
Cruickshank and Redmond (ref. 8) illustrates tHieint types of interactions between componentesys within

an SoS.

1. Internal (material or component) hazard: The system contains a source of harm, a targearmf, and
means to allow them to be connected. No knowleddgieeoenvironment is necessary to reliably identify
the hazard and its causes.

Example A vehicle contains a human operator and toxizsgances. No knowledge of the environment is
necessary to identify the hazard of operator exmosuthe substances. Whilst the environment might
provide an initiating event in an accident sequenaest of the causal nexus leading to the hazardea
identified within the system.

2. System-on-environment hazard: The system contains a source of harm, but poteatigets of that harm
are outside the system. Knowledge of the environnsamecessary to distinguish between safe stétie o
system and unsafe states of the system.

Example:A naval point-defense system determines whethgets are hostile, and fires a weapon at them.
With no knowledge of the environment it is possiflleecognize that there may be unsafe circumssaince
which to fire the weapon, but not to further analyzose circumstances.

3. Environment-on-system hazard: The system contains targets of harm, but the sswftthat harm may
be outside the system. Knowledge of the environrisemécessary to classify those sources.

Example:A hostile-environment vehicle contains human pageen Knowledge of the environment is
necessary to know what the vehicle must protecteragers from.

4. Facilitator hazard: The source of harm and target of harm are outbidsystem, and the system is a
means of allowing the source and target to be aterdeThe environment must be known in enough ldetai



to be able to distinguish between behaviors ofgfstéem which allow source and target to be condecte
and behaviors which do not.

Example:A system provides data communication. Knowledige the system is used to communicate
friendly and enemy position data used in firingidiens is necessary to identify the hazards ofgfstem.

5. Interaction hazards: The environment contains other systems. Knowledgleeointeractions between the
system under analysis and these other system#igesu to identify the hazards.

Example: A sensor system supplies data to other systerazard identification requires knowing all of
the ways in which the data can be dangerously wrong

6. Teamwork hazards: The environment contains other managed systemshwiniy also interact.
Knowledge of the interactions between these otystems in the environment is necessary to idettiigy
hazards.

Example: An air traffic control system sends instructioasatrcraft to avoid collisions. These aircraft may
also communicate directly (for example throughThaffic Collision Avoidance System (TCAS)) or
indirectly (by observation).

Internal hazards (type 1 above) can be reliablgtiflied using models that contain no detail of émyironment.

System-on-environment and Environment-on-systeraruaz(types 2 and 3 above) can be reliably ideuwtifising
models that represent the environment as an iceréth the system under investigation.

Facilitator and Interaction hazards (types 4 amath&/e) may be identified by models of the interfaeveen the
system and its environment, but this requires iaitplinderstanding of how other agents interpregrimiation across
the interface. As with teamwork hazards (type 6vabdfacilitator and interaction hazards can ordyréliably
identified when the model of the environment inéladnternal states of other agents.

The environment may comprise multiple systems,thadnternal state of all of these systems mayebsvant. Any
model capable of reliably identifying type 4, 5 @htdazards must include, as a bare minimum:

1. A set of agents with internal state.
2. A mechanism (communication) for the agents to afftee internal state of other agents.

Communication here is used in its broadest seriiseovers any co-operative or asynchronous mechanis
(including collisions and weapons fire) for chargthe state of another agent. A particularly irmidi case is
communication through observation — an agent maectly or incorrectly infer the state of anothgeat based on
its visible behavior.

Non-SoS Solutions

The existence of facilitator, interaction and teariwhazards does not lead inevitably to a nee®&8 hazard
analysis. There are other solutions to the diffieslwhich these hazards present for single-sybsigrard analysis.

One of the more intuitive solutions is to expanel loundary of what is considered as a single “systd-or
example, “Systems-Theoretic Accident Modeling anocBsses” (STAMP) (ref. 9) uses socio-technicalesys
models to capture hazards which cannot be relidelytified by considering only equipment elemenithin a
system. Such solutions can be effective for actioemstigation where there is a specific configiarato assess.
The approach has not been demonstrated for systém8uid configurations.

Fluid configuration is not the only challenge tmply expanding the boundary of a single systerthdfboundary is
to include other systems, sufficient detail abbese systems must be available. This is not netgdbe case
where those systems are managed as separate psogitdniifecycles which are not synchronized witle system



under investigation. For example, a military commgation system must work safely not just with catre
equipment, but with equipment not yet designed.

A further difficulty is that this approach is natggticable to apply to every component system$o8§, as it would
involve considerable duplication of effort. Lackasingle organizational owner for the SoS wouldeniadifficult
to avoid such duplication.

An alternate approach is to assign responsibiityfdcilitator, interaction and teamwork hazarda tingle
component system within a SoS. This approach imging even for fluid configurations, so long aks al
configurations contain a role for a directive elamé¢ypically a “command and control”, “backbonet,“hub”
component system. For this approach to be effeatitveer component systems must only communicate edth
other through the directive component system, hatidystem must have a high level of awarenedsedf¢havior
of other component systems.

In practice it is difficult to ensure that bothtbEse requirements hold. Component systems may coinate
through implicit channels (such as visual obseorgtas well as formal channels. They may also gaim ability to
communicate through addition of new functions.

The Uberlingenmid-air collision (ref. 10) demonstrated how aitiatly directed SoS (air traffic with a single
controller) can become more complex due to thetaadof new communication functions (the Trafficliion
Avoidance System TCAS). In this accident the aiffit controller gave instructions to two aircraftorder to avoid
a conflict. These instructions were opposite tsthgenerated by the TCAS system. One aircraft abiyee
instructions of the controller and the other obetexlinstructions of TCAS, cancelling the effecboth attempts to
avert the collision.

E-Health initiatives have demonstrated the diffig@ntailed in a central communications system dp@ily aware
of hazards related to traffic between other compbagstems. This is a problem with respect to itatidr hazards —
the communications system can ensure that datliiecked reliably and faithfully, but cannot preveiata being
inaccurate at the time it is provided, or misintetpd by a recipient.

Organizational Issues for SoS Hazard Management

Hazard identification and management is itself@sstechnical process: it involves interacting pepprocesses
and tools, with success being dependent on appteprianagement of these interactions. There auenaer of
organizational characteristics which are frequeasiyociated with situations labeled as System stfe®ys.

Firstly, there are typically separate “system owhésr each component system. These may changetlodife of
a system (a typical example being an acquisitiotlemelopment owner, and an in-service owner).dfdcbmponent
systems are being deliberately designed to woréttay, the interface between them may be formadlpaged
through bilateral agreements.

Secondly, there is a temporal offset between theycles of component systems. Some componentrsgstay
have completed design before the SoS is formedwilhpbin the SoS as “legacy” systems. Other comgut
systems may not even be envisaged when the SoStiofmed, and may have a lifecycle extendingdmelythat of
the SoS.

Thirdly, there are demands on component systenguaesid behavior external to the combined systera.sbirces
of these demands may include other combined systémkich the component system is also a member.

These characteristics combine to create uncertafrthpundaries and responsibilities for hazard ysisl At best
this is likely to lead to duplication of effort lveten component system projects. At worst, therbgihazards that
are not acknowledged to be anyone’s responsibility.

Even if there were no technical argument for d@gtishing SoS from other systems, there is a stooggnizational
argument to appoint a single owner for each So€un(as defined earlier in this paper). This owsidrneed to



be equipped with suitable tools for hazard idecdifion. In particular these tools should be goadextifying
interaction, facilitator and teamwork hazards withduplicating the work of individual system anadys

Revisiting SoS Definition

In the previous sections we have discussed thgeepies that systems may have:

1. Fluid configurations of autonomous elements.

2. Interaction, facilitator and teamwork hazards.

3. Component systems which will be expected to operateperatively or in physical proximity, where bac
component system is owned and managed separately.

The first property characterizes a subset of tlsgseems which are currently viewed as SoS. Thenskaond third
properties present challenges for current hazamtification and management. Any safety criticalteyn which
has the first property will also have the secorapprty, and many real life instances of systemh thi¢ first
property also have the third property.

This does not provide a perfect way of demarkingt&y of Systems. As suggested earlier, there mayubtiple
classes of collaborative systems which could befrefin bespoke hazard management methods. We ylartic
point to large socio-technical systems with moddyattable configurations as an example of a ckdgsh some
definitions would class as “System of Systems”,which present different challenges to hazard ifleation than
do our “fluid configurations of autonomous elemé&ngs example of such a socio-technical system \ddaé the
regulatory structure surrounding the Walkerton watetamination accident (ref. 11).

The three properties are useful in determining @89S approaches are likely to have a good retuinvestment.
Whether any given SoS approach is worthwhile Ikaatiopen empirical question. The value of SoSahéz
identification can be measured by the number anerig of new hazards and hazard causes that are identified by
SoS hazard identification after component systeratthidentification has already been conductede ddst
effectiveness can be measured by comparing thigvalthe effort required.

Relating SoS to Real-World Accidents and Incidents

Whilst accidents provide useful real-world caseltsi for illustrating concepts and techniques, ghihsstrations
must be viewed with the understanding that hazaadlyais is an imperfect human endeavor which may be
significantly easier in hindsight. This is partiatly true of SoS accidents, where a large numbgos$ible
configurations have been reduced to one actualgumation, and a large state space describing sybthavior has
been reduced to one trace of actual states andsevaditionally, we can never be sure whetherdveese
outcome is a result of a general shortcoming imtle¢hods applied, or in the specific applicationhafse methods

Accordingly, it would not be appropriate to discassidents and to claim that different hazard asialtechniques
could or would have prevented those accidents. Udir@xamples, we seek to illustrate that whilstallohccidents
that have been labeled as “system of systems atsidexhibit the characteristics that we have dised above,
there are situations which both match our charstites and can result in accidents unless apprigbyisnanaged.

In each of the following examples, the accidentbesn previously described as a “system of systatisient”.

In 1982, Air Florida Flight 90 crashed into a bredgver the Potomac river in Washington DC. Theltsit®
attracted emergency responders from multiple I@tate and federal agencies. Responders from eliffergencies
were unable to communicate due to both procedmctechnical interface issues, reducing the effeogss of the
response (ref. 12). This situation meets all thufegur properties. Each agency is an autonomousesig and the
configuration was ad-hoc (whilst it may seem pdsdib design a permanent configuration for theaegin
practice jurisdictional relationships depend onekact location of any incident). The hazards idelli pair-wise
interaction hazards (unable to communicate) asasieamwork hazards (conflicting mental modelsltieg) from
different organizational information paths). Théusion adopted in response was to retain the #baidfiguration of
agencies, but to create a regional co-ordinatiemeht, filling the role of SoS Concept Owner.



Rasmussen (ref. 13) discusses the Herald of Fresgiise capsize at the Port of Zeebrugge as entefgim
multiple decision makers acting independently tbrojze their own operation. Whilst the autonomogsras in

this case did give rise to interaction hazardsy thgerated as a fixed configuration within a singlg@anization. This
suggests that the Zeebrugge situation would hagn better treated as a large socio-technical sysdtimer than a
SoS.

The Uberlingen mid-air collision (ref. 10) is frezptly cited as a System of Systems accident. Teisaio
involved three autonomous agents, in one of mamgtads of possible configurations of aircraft andtmllers,
with each agent guided by a different mental petamd under separate management and regulation.

Another air-traffic accident commonly discussedas related is the fratricidal shoot-down of twadd Hawk
helicopters during Operation Provide Comfort in 49€ef. 14). The no-fly zone above Iraq met alttod
characteristics discussed above. Autonomous affesitsopters, AWACS and F-15s) were operating in an
unpredicted configuration where there was no Idgftiiend-or-Foe (IFF) or voice radio interfaceween the
helicopters and the F-15s. The different managesteimttures of the United States Army and Uniteatest Air
Force contributed to both to lack of an interfand the lack of mitigation for the emergent teamwioazard.

The Flight 90 emergency response, Uberlingen emfliand the Black Hawk fratricide involved all thref the
properties we have discussed above, and so falbint subcategory of System-of-Systems. The Harbkiee
Enterprise capsize is not in this same categoryiray be in a separate subcategory of complex gecimical
systems with relatively static configurations.

Conclusions

System of Systems (SoS) has become establishedomeept independent of system safety enginectiome
response is required from the safety engineerisgpline to ensure that SoS are treated appropyidtbis does
not mean that there is necessarily any advantageating all situations labeled as SoS with besgweard
identification and assessment techniques. The &S is too widely applied to be useful in diffdiating systems
for SoS-specific safety analysis.

There are, however, two subcategories of SoS wheraighly plausible that advances on existimggtice will be
necessary for thorough treatment of hazards. Thedilb-category contains large complex socio-teahsystems
with relatively static configurations. Techniquegls as those based on STAMP (ref. 11) show proimise
addressing this sub-category.

We have identified a second sub-category with tregacteristics:

1. Fluid configurations of autonomous elements.

2. Interaction, facilitator and teamwork hazards.

3. Component systems which will be expected to operateperatively or in physical proximity, where bac
component system is owned and managed separately.

Examples of SoS within this sub-category are aiffitr control, battle-spaces and ad-hoc commurooati
infrastructure such as emergency response co-tialiinar autonomous vehicle operation. It is wittiis sub-
category that we believe application of new hazdedtification methods bespoke to SoS are moshliteyield
value. The value of any particular approach wigpeet to the number and severitynefv hazards and hazard
causes that are identified by SoS hazard identiificafter component system hazard identificatias &lready been
conducted is an open empirical question.

Practical application of new SoS hazard identifaraind assessment methods should initially focuthose

systems we have identified as most likely to yietlie, and should include mechanisms to monitoctst and
benefit of the new techniques.
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